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Electronic commerce is the new frontier of trade policy. With the digital economy positioned at the centre of the 21st century
economy, the race is on for market access and control, and trade agreements are increasingly being used to lock-in the power
of big tech companies and restrict the regulation of the digital domain. This is particularly concerning given the recent issues
arising from the lack of regulation of digital platforms, and the business practices of big tech companies, including:
Facebook and Google’s data abuse scandals
Uber classifying itself as as a technological platform to avoid regulation and enable its exploitation of workers
Apple’s tax avoidance
Anti-competitive practices by Facebook, Google and Amazon

What is e-commerce and how does it
relate to trade?

In its most basic form e-commerce is simply the buying
and selling of goods online. But, in reality, e-commerce covers
much more than online shopping. It includes everything from
transport and accommodation services like Uber and AirBnB
to 3D printing to data driven products and services in the
digital economy such as web platforms and artificial
intelligence.
When it comes to international trade, e-commerce means
something else again. As we transition from a physical to a
digital economy, the big players in the tech industry are
busily working to set the ground rules for how it will be
regulated, or unregulated. In this context, e-commerce is less
about online sales and more about establishing an
international regulatory framework that furthers the interests
of big tech companies.
E-commerce rules are being used to ensure that technology
giants have unfettered access to markets and data and to
restrict governments from regulating the digital domain
before it is even fully developed. In a digital economy that is
controlled by seven big players, e-commerce rules risk
extending this power, ensuring that those who dominate the
market today will continue to dominate it tomorrow.

The Big Tech e-commerce agenda
Free flow of data across borders, including personal,
financial and health data
Banning of local presence requirements
Restricting access to source code and algorithms
Preventing requirements for transfers of technology
Prohibiting customs tariffs on electronic transmissions

from developing country partners about the social and
economic impact of these rules.
The government is also one of the leaders of discussions
among 76 of the WTO’s 164 member governments on the
development of a plurilateral agreement on digital trade.
There is no majority agreement and no official WTO mandate
for these negotiations. There is significant concern about the
human rights and development impact of an agreement
reached between mainly industrialised countries, particularly
as the negotiations appear to be highly influenced by tech
industry lobby groups. Once finalised, developing country
governments could be pressured to join the agreement,
despite it being developed without their input.

The risk of e-commerce rules to human rights

Australia’s approach to e-commerce

E-commerce rules increase the power of corporations at the
expense of human rights, adding new risks to privacy rights
and consumer protections, rights against discrimination,
workers’ rights and development.

The Australian government, under the influence of the tech
industry lobbyists, is a strong advocate of the e-commerce
agenda and our trade agreements increasingly include more
extensive e-commerce provisions. The Trans-pacific
Partnership agreement (TPP-11) is the most comprehensive to
date and the Australia-Hong Kong trade agreement is the first
to include e-commerce rules for financial services, which
could restrict governments from regulating in a financial
crisis.

Restricting privacy rights and consumer
protections

In contrast, the leaked text of the e-commerce chapter in the
Regional Comprehensive Economic Partnership (RCEP)
agreement is much more cautious and excludes some of the
worst provisions in the TPP-11. This likely reflects concerns

Rules that lock-in the free flow of data across borders also
enable companies to move data, including personal data, to
jurisdictions where privacy laws are more limited, effectively
evading privacy legislation.

E-commerce provisions pose serious risks to privacy and
consumer protections. Privacy rights and data security are
undermined by rules that restrict the regulation of electronic
transmissions, preventing governments from requiring
encryption or other technical protection of personal data and
other security measures.

Further, the prohibition of local presence requirements would
also restrict the ability of governments to monitor business
activities and to identify and hold businesses accountable for
noncompliance with consumer protection laws and other
national legislation.

Market monopolies and development
At a global level the digital divide is already stark - the digital
economy is dominated by seven big players - Microsoft, Apple,
Amazon, Google, Facebook, Tencent and Alibaba, with
majority of the benefits flowing to the US and increasingly
China. In contrast, half of the world’s population is not even
connected to the internet.
E-commerce rules that extend the monopolies of the big
players in the tech industry by securing their continued
access to and control over data and preventing technology
transfers, could entrench these global inequalities. These rules
would restrict developing countries’ digital industrialisation,
effectively locking them out of the digital economy.

E-commerce, the gig economy and workers’
rights
We are already seeing the how the rise of the gig-economy is
undermining workers’ rights. By classifying workers as
contractors or individual businesses, digital platforms like
Uber and Deliveroo are able to bypass their obligations to
provide basic employee entitlements.
E-commerce rules would enable these companies to gain
access to more markets and data without having a local
presence, making it more difficult for governments to enforce
local labour regulation. This would entrench the gig economy
business model, which is underpinned by labour exploitation,
including low wages, zero-hour casual contracts, and poor
employment conditions.

The risks of e-commerce rules for Australian
regulatory reform processes
In July 2019, the Australian Competition and Consumer
Commission completed an inquiry into the impact of digital
platforms, recommending government action to address
concerns about the market power of big tech companies, the
inadequacy of consumer protections and laws governing
data collection, and the lack of regulation of digital platforms.
The Australian Human Rights Commission is also conducting
an inquiry into human rights and technology, which has
signalled the need for regulatory reform to ensure human
rights are protected as new technologies, including artificial
intelligence, emerge.
The government risks undermining these processes by
agreeing to trade rules that lock-in the deregulation of the
digital economy at a time when all the evidence is pointing to
the need for more regulation.

The corporate tax agenda - no tax, no tariffs
The WTO has had a moratorium on tariffs on electronic
transmissions since 1998, with revenue losses for developing
countries estimated at US$5-10bn in 2017. Tech companies
are now working to ensure tariffs are permanently excluded
for e-commerce. The allocation of tariffs for electronic
transmissions would have its challenges, but a permanent
moratorium would prevent flexibility in tariff policies as the
digital economy develops and could lead to significant
revenue loss for developing countries.
E-commerce rules that ban local presence and data storage
requirements and restrict access to source code can also
undermine governments' ability to assess tax liabilities by
reducing physical access to tax information and to hold
corporations accountable for their tax obligations. This can
exacerbate corporate tax avoidance and evasion.

Algorithms of discrimination
The use of Algorithmic systems to collect and analyse data is
a fundamental aspect of the digital economy, but there is
growing evidence that algorithms reflect the biases of those
that make them, meaning that they can reinforce race,
gender, class or other discrimination.
Regulators may require access to source code and algorithms
in order to identify and respond to algorithmic bias. Yet, ecommerce rules can undermine this process by preventing
governments from requiring that companies provide access
to source code.

Building a digital economy for everyone!
We need a digital economy that benefits everyone, not just
the corporate giants of the tech industry. To achieve this
trade and investment agreements must:
Be transparent and democratic: Texts should be published
during trade negotiations, the final text of the agreement
should be released for independent assessment of the social,
economic and human rights impacts before signing, and the
full agreement should be put to a vote in Parliament.
Enable governments to regulate in the public interest: trade
rules should not prevent government’s from regulating data
and the digital economy, including by restricting the crossborder flow of data, implementing local presence
requirements and requiring companies provide access to
source code and algorithms.
Uphold and enable consumer protections and privacy rights:
trade rules should not enable companies to avoid privacy and
consumer protections by moving data to external
jurisdictions with lower standards. Mandatory minimum
standards for privacy and consumer protections should be
included in all trade and e-commerce agreements.
Uphold national and international labour law: trade
agreements should include commitments to implement
agreed international standards on labour rights. E-commerce
rules should not enable companies to avoid the scope and
enforcement of Australian employment law.
Support development objectives: trade agreements must
ensure developing countries maintain the policy flexibility to
implement their development strategies, including through
digital industrialisation.

Get involved!
Join AFTINET for fair trade updates
Donate to support our campaign actions
Visit www.aftinet.org.au for more information on our
trade justice campaigns
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